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The Internet ecosystem as it is today 

   massivelly centralized ! 
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Side effects of centralization 

• Datacenters and cloud providers make the Internet centralized 

• Which was not the Internet design in mind, … reliability problems… 

 

• Citizens are loosing control of their own private data 

• Vendor lock-in from hardware and software providers 

• You buy a device, the company goes out of business, the device is 

useless, and you loose your private data… 

• You have to accept the “terms of use” for a service or you cannot 

use it 

• You are loosing control of your private data, someone is making 

business on your shoulders and you do not know how much they got 

from them and what they are doing for or against you. 

 

• Centralization is very attractive for hackers (see next slides) and 

has a huge effect in case of failures 
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Reliability… 
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Vendor lock-in problem 

• In march 2013, Zeo Inc went out of business, the device became 

useless due to the shutdown of the synchronization service hosted in 

the cloud 
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When there is a leak, it is a massive leak ! 

• Data mining the leaks allows you to discover passwords even if 

they are encrypted 
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What about a more decentralized Internet ? 
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Why decentralization has failed ? 
 

“A Critical Look at Decentralized Personal Data Architectures”. A. Narayanan et al. Feb 22, 2012 

 

• No unified view of the data making difficult certain types of 

computations (data analytics) 

• Slow time responses and failures are the rules 

• Restricted connectivity (asymmetric comm., NAT, firewall) 

• Very few always-on devices  

• Lack of economy of scale (infrastructure, development, 

maintenance, monitoring, threat management) 

• Some cognitive factors: software installation, users’ 

involvement to take decisions, lack of expertise in software 

configuration and security issues 
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Why decentralization could come back ? 

• Public awareness of surveillance by national security agencies 

(not only the NSA) and privacy issues 

• Massive leaks of private data from services providers 

• Better connectivity (FTTH) at home 

• New technologies for Always-on devices 

• Personal programmable NAS 

• Next generation of programmable DSL set-top boxes (Android), but 

deployment is rather slow due to cost issues 

• Smart home controller 

• Smartphone performance is increasing very rapidly due to a very 

competitive market making possible always-on devices with a very 

low power consumption (mini/nano-PC) 

• New technologies such as non volatile memories that will replace 

DRAM 
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Mini/nano-PC… 
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Agenda 

• MAKING THE CLOUD PERSONAL  

by TRISTAN NITOT 

 

• SELF DATA: EMPOWERING PEOPLE WITH THEIR OWN PERSONAL DATA 

by DANIEL KAPLAN 

 

• DESCENT: PLUG-BASED DECENTRALIZED SOCIAL NETWORK  

by PASCAL MOLLI 

 

• FRAMABAG, WALLABAG, TOGETHER LET’S DECENTRALIZE INTERNET 

!By NICOLAS LOEUILLET 

 

• DEBATE : CITIZEN CLOUDS ? TOWARDS A MORE DECENTRALIZED 

INTERNET ?  

Animated by DANIEL KAPLAN 
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