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Protocol Verification 1948 2008

In Using encryption for
authentication in large networks
of computers (CACM 1978)
Needham and Schroeder set up
a verification challenge:
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here are prone to extremely subtle
errors that are unlikely to be
detected in normal operation.

Theneed for techniques to verify
the correctness of such protocols ip
great, and we encourage those
interested in such problems to

Nowadays,
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Authentication and secrecy
properties for basic protocols
have been thoroughly studied

After intense effort on symbolic

reasoning, technigues and tQols
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proving these properties

i Athena, TAP®roVerif CryptoVerif

FDR, AVISPA, etc

We can automatically verify most
security properties for detailed
models of crypto protocols

T IPSEC, Kerberos, Web Services,
Infocard TLS, ...
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Cryptographic Protocols (Still) Go Wror

A Both design and implementations

Most standards got it wrong once or twice (SSL, SSH, IPSEC, 802.11)

Implementation details matter!

A For example, recent flaws in Google sirgjlgnon, in Kerberos
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UNITED STATES COMPUTER EMERGENCY READINESS TEAM

Vabersbiles \'yInerability Note VU#612636

Notes

Database
Google SAML Single Sign on vulnerability
Search
Vulnerability Overview
Notes verview
Vulnerability ~ The SAML Single Sign-On (SSO) Service for Google Apps contained a vulnerability that
Notes Help could have allowed an attacker to gain access to a user's Google account.

Information

L. Description

The Security Assertion Markup Language (SAML) is a standard for transmitting
authentication data between two or more security domains. In SAML language, 3ML
security packets are called assertions. Identity providers pass assertions to service
providers who allow the requests. In the Google Single Sign on ($50) implementation, the
authentication response did not include the identifier of the anthentication request or the
identity of the recipient. This may allow a malicious service provider to impersonate a user
at other service providers.
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CVE Name

Date Public More technical information about this issue is available in the Formal Analysis of SAML
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Microsoft Securif : Vulnerabilities in Kerberos Could Allow Denial of Service - Windows Internet Explorer

E http://www.microsoft.com/technet/security/Bulletin/M505-042.mspx

W [ Microsoft Security Bulletin MS05-042: Vulnerabilit... ‘ [ IR ~ @& v [}Page v () Tools -

Click Here to Install Silverlight
Microsoft TechNet |

TechMet Home

United States Change
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TechCenters | Downloads | TechNet Program | Subscriptions | Security Bulletins | Archive

Search for

Techiet Home > Techlet Security > Bulletins

Microsoft Security Bulletin MS05-042
Vulnerabilities in Kerberos Could Allow Denial of Service, Information Disclosure, and
Lbrary Spoofing (899587)

Learn Published: August 5, 2005

TechMet Security
Security Bulletin Search

Downloads

Support Version: 1.0

Community Summary

Who should read this document: Customers who use Microseft Windows
Impact of Vulnerability: Denial of Service, Information Disclosure, and Spoofing.
Maximum Severity Rating: Moderate
Recommendation: Customers sheuld consider applying the security update.
Security Update Replacement: None
Caveats: None
Tested Software and Security Update Download Locations:
Affected Software:
Microsoft Windows 2000 Service Pack 4 - Downlead the update
Microsoft Windows XP Service Pack 1 and Microsoft Windows XP Service Pack 2 - Download the update
Microsoft Windows XP Professional x64 Edition - Download the update
Microsoft Windows Server 2003 and Microsoft Windows Server 2002 Service Pack 1 - Dewnload the update

Microsoft Windows Server 2003 for Itanium-based Systems and Microsoft Windows Server 2003 with SP1 for
Itanium-based Systems - Download the update



Security Verification?

A Best practice: apply formal methods and tools
throughout the protocol design & review process

A Not so easy

I Specifying a protocol is a lot of work X §
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A Protocols go wrong because...
I they are logically flawed, or
I they are used wrongly, or
I they are wrongly implemented

A Some troublesome questions
1. How to relate crypto protocols to application security?
2. How to relate formal models to protocol implementations?



Specs, Code, and Formal Tools
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Goal: Crypto Verification Kit

MICROSOFT SECURITY
DEVELOPMENT LIFECYCLE

Innovative use of cryptographic constructs often results in
subtle (or not so subtle) mistakes. Using standard
algorithms in standard ways, or getting expert advice from
OCTOBER 1, 2008 the crypto board greatly reduces the odds of a problem.

Version 4.1

SECURITY ENGINEERING & COMMUNITY

Expert review by the Crypto Board of nstandard crypto helps
I but even experts miss bugs, as@ndards may be wrong
i NEBOASGSNE OFyQid OKSOl Fff AYLX SY

We developautomated toolsto verify protocols
as part of their design and development



Verifying Protocol Code s e
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Version: TLS1p0

We implemented a subset of TLS KLOQ

1 Supports SSL3.0, TLS1.0, TLS1.1 Session id: 82 f0 db 61 98 6¢c Oc b0 4d £3 3e al 43 be
with session resum ption ?:T:liien ciphersuite: TLS RSA_WITH_AES 128 C!
I Supports angiphersuiteusing Client version offered: TLS1p0
DES, AES, RC4, SHA1, MD5 - L

We tested it on a few basic scenarios, e.g.

1. An HTTPS client to retrieves pages
(interop with 1IS, Apache, and F# servers)

2. An HTTPS server to serve pages
(interop with IE, Firefox, Opera, and F# client)

We formally verified our implementation (symbolically & computationally)
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2 S dza S R crgpbfraphid veriiers, T
Cersion: p

treating our F# code as a giant protocol Session id: 82 0 db 61 98 6c Oc b0 4d 3 3e al 43 be
% 81

H : . Chosen ciphersunite: TLS RSA WITH AES 128 C]
We reached the limit of this proof method: Cliont vorsion offered: TLS 100

A @&l dzd 2 Y kerificatRis fragile, oone Q.
Involves code refactoring and expertise

A Verification takes hours on a large machine

A Adding new profiles or composing spbotocolsleads to divergence
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We need compositional verification techniques



LOGICAL INVARIANTS
FOR CRYPTOGRAPHY



Invariants for Cryptographic Structures

(1) We model cryptographic structures as
elements of a symbolic algebra, e.g. MAC(k,M).

(2) We use a “Public” predicate and events keep track of protocols.
— Pub(x) holds when the value x is known to the adversary.

— Request(a,b,x) holds when a intends to send message x to b.

(3) We define logical invariants on cryptographic structures.
— Bytes(x) holds when the value x appears in the protocol run.
— KeyAB(kyp,a,b) holds when key kg, is shared between a and b.
— After verifying the MAC (if no principals are compromised),
KeyAB(kgp,a,b) A Bytes(hash kg, x) => Request(a,b,x).
(4) We verify that the protocol code maintains these invariants (by typing)

— KeyAB(kyp,a,b) A\ Request(a,b,x) is a precondition for computing hash kg, x



OUR TOOL FOR AUTOMATED VERIFICATION

F/7: REFINEMENT TYPES FOR F#



Refinement Types

A refinement type 1s a base type qualified with a logical formula;
the formula can express invariants, preconditions, postconditions, . . .

Refinement types are types of the form X : T{C } where
— T 1s the base type,

— x refers to the result of the expression, and

— C 1s a logical formula

The values of this type are the values M of type T such that C{M /x} holds.

Examples:

—n:int{n > 0} is the type of positive integers

— k : bytes{KeyAB(k,a,b)} is the type of byte arrays used as keys by a and b
— x : str{Request(a,b,x)} is the type of strings sent as requests from a to b



F7. Refinements Types for F#

A We use extended interfaces
I Wetypecheckmplementations

I We generatefsiinterfaces
by erasure from .fs7

client.fs7

crypto.fs7

client.fs

A We support a large subset of F#
I ADTSs, records, patterns, refs
I Value and typepolymorphism
I Concurrency

A We call Z3, an SM¥rover

. N file.fsi
on each nortrivial proof obligation

Compile
(F#)



—  request | HMACkey,requesy > —

—  [€&=— response| HMACkey,request,response

lien .
Client Service

SAMPLE PROTOCOL

AUTHENTICATED RPC



Informal Description

1
l.a— b: utf8s | (hmacshal kg, (request s))

2. b—a: utf8t| (hmacshal kyp (response st))

We design and implement authenticated RPCs over a TCP connection.
We have two roles, client and server, and a population of principals,a b c ...

Our security goals:

e if b accepts a request s from a,
then a has indeed sent this request to b;

e if a accepts a response t from b,
then b has indeed sent ¢ in response to a’s request.

We use message authentication codes (MACs) computed as keyed hashes,
such that each symmetric key kg, 1s associated with
(and known to) the pair of principals a and b.

There are multiple concurrent RPCs between any number of principals.
The adversary controls the network. Keys and principals may get compromised.



Is This Protocol Secure?

1
l.a— b: utf8s | (hmacshal kg, (request s))

2. b—a: utf8t| (hmacshal kyp (response st))

Security depends on the following:

(1) The function hmacshal is cryptographically secure,
so that MACs cannot be forged without knowing their key.

(2) The principals a and b are not compromised,
otherwise the adversary may just use k, to form MACs.

(3) The functions request and response are injective and their ranges are disjoint;
otherwise the adversary may use intercepted MACs for other messages.

(4) The key k,p 1s a key shared between a and b,
used only for MACing requests from a to b and responses from b to a;
otherwise, if b also uses kg, for authenticating requests from b to a,
it would accept its own reflected messages as valid requests from a.



LogicalSpecification

1
l.a— b: utf8s | (hmacshal kg, (request s))

2. b—a: utf8t| (hmacshal kyp (response st))

Events record the main steps of the protocol:
— Request(a,b,s) before a sends message 1;
— Response(a,b,s,t) before b sends message 2;
— KeyAB(k,a,b) before issuing a key k associated with a and b;
— Bad(a) before leaking any key associated with a.

Authentication goals are stated in terms of events:
— RecvRequest(a,b,s) after b accepts message 1;
— RecvResponse(a,b,s,t) after a accepts message 2;

where the predicates RecvRequest and RecvResponse are defined by
Ya,b,s. RecvRequest(a,b,s) < (Request(a,b,s) V Bad(a) V Bad(b))

Va,b,s,t. RecvResponse(a,b,s,t) <
(Request(a,b,s) \Response(a,b,s,t)) V Bad(a) V Bad(b)



F# Implementation

1 1
l.a— b: utf8s | (hmacshal kg, (request s))

2. b—a: utf8t| (hmacshal kyp (response st))

Our F# implementation of the protocol:

let mkKeyAB a b = let k = hmac_keygen() in assume (KeyAB(k,a,b)); k
let request s = concat (utf8(str "Request™)) (utf8 s)
let response s t = concat (utf8(str "Response™)) (concat (utf8 s) (utf8 t))

let client (a:str) (b:str) (k:keyab) (s:str) = let server(a:str) (b:str) (k:keyab) : unit =
assume (Request(a,b,s)); let ¢ = Net.listen p in
let ¢ = Net.connect p in let (pload,mac) = iconcat (Net.recv c) in
let mac = hmacshal k (request s) in let s = iutf8 pload in
Net.send c (concat (utf8 s) mac); hmacshal Verify k (request s) mac;
let (pload’ ,mac’) = iconcat (Net.recv ¢) in assert(RecvRequest(a,b,s));
let t = iutf8 pload’ in let 1 = service s in
hmacshal Verify k (response s t) mac’; assume (Response(a,b,s,t));
assert(RecvResponse(a,b,s,t)) let mac’ = hmacshal k (response s t) in

Net.send c (concat (utf8 t) mac’)



Test

1
l.a— b: utf8s | (hmacshal kg, (request s))

2. b—a: utf8t| (hmacshal kyp (response st))

The messages exchanged over TCP are:

Connecting to localhost:8080

Sending {BgAyICsgMj9mhJa7iDAcW3Rrk...} (28 bytes)
Listening at ::1:8080

Received Request 2 + 27

Sending {AQAONccjcuL/WOaYS0GGtOtPm...} (23 bytes)
Received Response 4



Modelling Opponents as F# Program:s

We program a protocol-specific interface for the opponent:

let setup (a:str) (b:str) =
let kK = mkKeyAB a b in
(fun s — clienta b k s),
(fun _ — server a b k),
(fun _ — assume (Bad(a)); k),
(fan _ — assume (Bad(b)); k)

Opponent Interface (excerpts):
1 1

val send: conn — bytespub — unit
val recv: conn — bytespub

val imacshal : keypub — bytespub — bytespub
val imacshal Verify : keypub — bytespub — bytespub — unit

val setup: strpub — strpub —
(strpub — unit) * (unit — unit) * (unit — keypub) * (unit — keypub)




Security Theorem

An expression 1s semantically safe when
every executed assertion logically follows from previously-executed assumptions.

Let /1 be the opponent interface for our library.
Let I be the opponent interface for our protocol (the setup function).
Let X be composed of library and protocol code.

Theorem 1 (Authentication for the RPC Protocol)
For any opponent O, if Ir,Ig = O : unit, then X|O| is semantically safe.



SECURITY BYPING



SyntactiovsSemantic Safety

A Two variants of rusime safety:
al t | 8aSNISR T2 NJdxfaldadzyFRR { T22oNJIvFdif

'|' Either bydedu0|b|I|ty, enforced by typing (the typing environment
contains less assumptions than those that will be present atime)

I Or ininterpretations satisfying all assumptions

A We distinguish different kinds of logical properties

I Inductive definitions .
(Horn clauses) Vx,y. Pub(x) A Pub(y) = Pub(pair(x,y))
I Logical theorems
additional properties  Vx,y. Pub(pair(x,y)) = Pub(x)
that hold in our model

T gdp(;{fgaoarll?)lrghpeeorﬁergs Vk.a,b. PubKey(k.a) N PubKey(k.b) = a =D

that hold at runtime

A We are interested inglast modeldor inductive definitions (not all models)

A After proving our theorems (by hand, or using other tools),
we canassumethem so that they can be used ftypechecking



To I

Refined Modules (Theory)

Defining cryptographic structures and proving theorems is hard...
Can we do it once for all?

I ANBFAYSR Y2Rdz S¢ Aa I+ LI O{F3AS
I An F7 interface, including inductive definitions & theorems
I A welltyped implementation

Theorem:refined modules with disjoint supports
can be composed into semantically safe protocols

We show that our crypto libraries are refined modules (defining e.g. Pub

To verify a protocol that use them,
it suffices to show that the protocol itself is a refined module,
assuming all the definitions and theorems of the libraries.



Refined Modules (Sample)

A Crypto:a library for basic cryptographic operations
I Publickey encryption and signing (R8ased)
I Symmetric key encryption and MACs
I Key derivation from seed + nonce, from passwords
I Certificates (x.509)

A Principals:a library for managing keys, associating
keys with principals, and modelling compromise

I Between Crypto and protocol code,
defining user predicates on behalf of protocol code

I Higherlevel interface to cryptography
I Principals are units of compromise (not individual keys)

A XML a library for XML formats and WS* security



Cryptographic Pattern Example:
Hybrid Encryption

Hybrid encryption implements public-key encryption for large plaintexts:

1. generate a fresh symmetric key;
2. use it to encrypt the plaintext;
3. encrypt the key using the public key of the intended receiver.

Hybrid Encryption:
1

a— b: rsa-oaep pkp kap | aes kgp t
1 ]

We combine authenticated asymmetric encryption (RSA-OAEP) with unauthenticated
symmetric encryption, and provide unauthenticated asymmetric encryption.

Verification relies on the single usage of the symmetric key.
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InfoCard Information Card Profile v1.0
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