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Protocol Verification 1978τ2008

Å In Using encryption for 
authentication in large networks 
of computers (CACM 1978), 
Needham and Schroeder set up
a verification challenge:

Nowadays, 
Å Authentication and secrecy 

properties for basic protocols 
have  been thoroughly studied 

Å After intense effort on symbolic 
reasoning, techniques and tools 
are available for automatically 
proving these properties
ï Athena, TAPS, ProVerif, CryptoVerif, 

FDR, AVISPA, etc

Å We can automatically verify most 
security properties for detailed 
models of crypto protocols
ï IPSEC, Kerberos, Web Services, 

Infocard, TLS, ...

άtǊƻǘƻŎƻƭǎ ǎǳŎƘ ŀǎ ǘƘƻǎŜ ŘŜǾŜƭƻǇŜŘ 
here are prone to extremely subtle 
errors that are unlikely to be 
detected in normal operation.  

The need for techniques to verify 
the correctness of such protocols is 
great, and we encourage those 
interested in such problems to 
ŎƻƴǎƛŘŜǊ ǘƘƛǎ ŀǊŜŀΦέ



Cryptographic Protocols (Still) Go Wrong

Å Both design and implementations
ïMost standards got it wrong once or twice (SSL, SSH, IPSEC, 802.11)
ï Implementation details matter! 

Å For example, recent flaws in Google single-sign-on, in Kerberos
Security testing does not help much
ïHow to test for all attack scenarios?

Independent expert review may help
ïE.g. mandatory Crypto Board review for any non-standard crypto
ïStill, more an art than a science, and a limited resource

Do I need a new review before submitting any code change?



Security Verification?

Å Best practice: apply formal methods and tools
throughout the protocol design & review process

Å Not so easy
ï Specifying a protocol is a lot of work
ïaƻǎǘ ǇǊŀŎǘƛǘƛƻƴŜǊǎ ŘƻƴΩǘ ǳƴŘŜǊǎǘŀƴŘ ŦƻǊƳŀƭ ƳƻŘŜƭǎ

Å Protocols go wrong because... 
ï they are logically flawed, or
ï they are used wrongly, or
ï they are wrongly implemented 

Å Some troublesome questions

1. How to relate crypto protocols to application security?
2. How to relate formal models to protocol implementations?
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Expert review by the Crypto Board of non-standard crypto helps

ïbut even experts miss bugs, andstandards may be wrong

ïǊŜǾƛŜǿŜǊǎ ŎŀƴΩǘ ŎƘŜŎƪ ŀƭƭ ƛƳǇƭŜƳŜƴǘŀǘƛƻƴ ŘŜǘŀƛƭǎ ŀƴŘ ŎƘŀƴƎŜǎ 

We develop automated toolsto verify protocols
as part of their design and development

Goal: Crypto Verification Kit



Verifying Protocol Code (not just specs)
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TLS in F# ώ//{Ωлуϐ

We implemented a subset of TLS (10 kLOC)

ïSupports SSL3.0, TLS1.0, TLS1.1
with session resumption

ïSupports any ciphersuiteusing
DES, AES, RC4, SHA1, MD5

We tested it on a few basic scenarios, e.g.

1. An HTTPS client to retrieves pages
(interop with IIS, Apache, and F# servers)

2. An HTTPS server to serve pages
(interop with IE, Firefox, Opera, and F# client)

We formally verified our implementation (symbolically & computationally)


