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Protocol Verification 1948 2008

In Using encryption for
authentication in large networks
of computers (CACM 1978)
Needham and Schroeder set up
a verification challenge:
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here are prone to extremely subtle
errors that are unlikely to be
detected in normal operation.

Theneed for techniques to verify
the correctness of such protocols ip
great, and we encourage those
interested in such problems to

Nowadays,
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Authentication and secrecy
properties for basic protocols
have been thoroughly studied

After intense effort on symbolic

reasoning, technigues and tQols
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proving these properties

i Athena, TAP®roVerif CryptoVerif

FDR, AVISPA, etc

We can automatically verify most
security properties for detailed
models of crypto protocols

T IPSEC, Kerberos, Web Services,
Infocard TLS, ...
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Cryptographic Protocols (Still) Go Wror

A Both design and implementations

Most standards got it wrong once or twice (SSL, SSH, IPSEC, 802.11)

Implementation details matter!

A For example, recent flaws in Google sirgjlgnon, in Kerberos

= | =]

- ‘ ‘1‘ X ‘ ‘ google app authentication attack £

‘ B v B v o= v [k Page v ‘_‘;-Tgolsv»

UNITED STATES COMPUTER EMERGENCY READINESS TEAM

Vabersbiles \'yInerability Note VU#612636

Notes

Database
Google SAML Single Sign on vulnerability
Search
Vulnerability Overview
Notes verview
Vulnerability ~ The SAML Single Sign-On (SSO) Service for Google Apps contained a vulnerability that
Notes Help could have allowed an attacker to gain access to a user's Google account.

Information

L. Description

The Security Assertion Markup Language (SAML) is a standard for transmitting
authentication data between two or more security domains. In SAML language, 3ML
security packets are called assertions. Identity providers pass assertions to service
providers who allow the requests. In the Google Single Sign on ($50) implementation, the
authentication response did not include the identifier of the anthentication request or the
identity of the recipient. This may allow a malicious service provider to impersonate a user
at other service providers.

ID Number

CVE Name

Date Public More technical information about this issue is available in the Formal Analysis of SAML

2.0 Web Browser Single Sign-On: Breakine the SAML-based Single Sien-On for
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Microsoft Securif : Vulnerabilities in Kerberos Could Allow Denial of Service - Windows Internet Explorer

E http://www.microsoft.com/technet/security/Bulletin/M505-042.mspx

W [ Microsoft Security Bulletin MS05-042: Vulnerabilit... ‘ [ IR ~ @& v [}Page v () Tools -

Click Here to Install Silverlight
Microsoft TechNet |

TechMet Home

United States Change
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TechCenters | Downloads | TechNet Program | Subscriptions | Security Bulletins | Archive

Search for

Techiet Home > Techlet Security > Bulletins

Microsoft Security Bulletin MS05-042
Vulnerabilities in Kerberos Could Allow Denial of Service, Information Disclosure, and
Lbrary Spoofing (899587)

Learn Published: August 5, 2005

TechMet Security
Security Bulletin Search

Downloads

Support Version: 1.0

Community Summary

Who should read this document: Customers who use Microseft Windows
Impact of Vulnerability: Denial of Service, Information Disclosure, and Spoofing.
Maximum Severity Rating: Moderate
Recommendation: Customers sheuld consider applying the security update.
Security Update Replacement: None
Caveats: None
Tested Software and Security Update Download Locations:
Affected Software:
Microsoft Windows 2000 Service Pack 4 - Downlead the update
Microsoft Windows XP Service Pack 1 and Microsoft Windows XP Service Pack 2 - Download the update
Microsoft Windows XP Professional x64 Edition - Download the update
Microsoft Windows Server 2003 and Microsoft Windows Server 2002 Service Pack 1 - Dewnload the update

Microsoft Windows Server 2003 for Itanium-based Systems and Microsoft Windows Server 2003 with SP1 for
Itanium-based Systems - Download the update



Security Verification?

A Best practice: apply formal methods and tools
throughout the protocol design & review process

A Not so easy

I Specifying a protocol is a lot of work X §
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A Protocols go wrong because...
I they are logically flawed, or
I they are used wrongly, or
I they are wrongly implemented

A Some troublesome questions
1. How to relate crypto protocols to application security?
2. How to relate formal models to protocol implementations?



Specs, Code, and Formal Tools
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Goal: Crypto Verification Kit

MICROSOFT SECURITY
DEVELOPMENT LIFECYCLE

Innovative use of cryptographic constructs often results in
subtle (or not so subtle) mistakes. Using standard
algorithms in standard ways, or getting expert advice from
OCTOBER 1, 2008 the crypto board greatly reduces the odds of a problem.

Version 4.1

SECURITY ENGINEERING & COMMUNITY

Expert review by the Crypto Board of nstandard crypto helps
I but even experts miss bugs, as@ndards may be wrong
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We developautomated toolsto verify protocols
as part of their design and development



Verifying Protocol Code s e
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TLSINF# /1 anys

We implemented a subset of TLS KLOQ

I Supports SSL3.0, TLS1.0, TLS1.1
with session resumption

I Supports angiphersuiteusing
DES, AES, RC4, SHA1, MD5

We tested it on a few basic scenarios, e.g.

1. An HTTPS client to retrieves pages
(interop with 1IS, Apache, and F# servers)

2. An HTTPS server to serve pages
(interop with IE, Firefox, Opera, and F# client)

We formally verified our implementation (symbolically & computationally)



