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Trusted Computing / Trusted Execution. . .
• Strong integrity protection and isolation for

software components
• Software attestation: cryptographically bind

protected software to the executing hardware,
remotely verifiable

• Sealed storage: bind data to attested software

. . . for mixed-criticality systems?
• Effective isolation of different criticalities?
• Real-time and progress guarantees?
• Does it improve safety?
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Security in Smart Environments

Bugs and vulnerabilities can hide anywhere: There are 150M lines of code
in a modern car. Compartmentalisation can help with managing complexity
and bug containment.
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Image source: https://internetofthingsagenda.techtarget.com/definition/smart-city

https://internetofthingsagenda.techtarget.com/definition/smart-city
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Trusted Execution: Reducing the Application Attack Surface

https://software.intel.com/en-us/articles/intel-software-guard-extensions-tutorial-part-1-foundation
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Trusted Execution: Reducing the Application Attack Surface

https://software.intel.com/en-us/articles/intel-software-guard-extensions-tutorial-part-1-foundation

Layered architecture ↔ hardware-only TCB
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Sancus: Strong and Light-Weight Embedded Security [NVBM+17]
Extends openMSP430 with
strong security primitives

• Software Component
Isolation

• Cryptography & Attestation
• Secure I/O through isolation

of MMIO ranges

Efficient
• Modular, ≤ 2 kLUTs
• Authentication in µs
• + 6% power consumption

Cryptographic key hierarchy
for software attestation
Isolated components are typically very small (< 1kLOC)
Sancus is Open Source: https://distrinet.cs.kuleuven.be/software/sancus/
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Comparing Hardware-Based Trusted Computing Architectures
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Open-Source

Academic

Target ISA

AEGIS –

TPM – – – –
TXT x86_64

TrustZone ARM

Bastion UltraSPARC

SMART – – – AVR/MSP430

Sancus 1.0 MSP430
Soteria MSP430
Sancus 2.0 MSP430

SecureBlue++ POWER

SEV x86_64

SGX x86_64

Iso-X OpenRISC

TrustLite Siskiyou Peak

TyTAN Siskiyou Peak

Sanctum RISC-V

= Yes; = Partial; = No; – = Not Applicable

Adapted from
“Hardware-Based
Trusted Computing
Architectures for
Isolation and
Attestation”, Maene et
al., IEEE Transactions
on Computers, 2017.
[MGdC+17]
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Secure Automotive Computing with TEEs [VBMP17]

• Message authentication
• Trusted Computing: software component isolation and cryptography
• Strong software security
• Applicable in automotive, ICS, IoT, . . .
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Secure Automotive Computing with TEEs [VBMP17]
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Trusted Execution: Reducing the Application Attack Surface

https://software.intel.com/en-us/articles/intel-software-guard-extensions-tutorial-part-1-foundation

What do we trust for time, availability & safety? → a lot of software
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TEE Time [ASVBM23]

• Uses of time are common:
• Certificate validity check
• Rate limiting
• Time-based policies, resource counting, DRM, . . .
• Sensing and actuation

• In many architectures, enclaves have no direct access to a clock
→ Time comes from or passes through the untrusted environment
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Getting reliable wall-clock time is hard!
T0: No guarantees on time
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Getting reliable wall-clock time is hard!
T1: Time monotonically advances
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Getting reliable wall-clock time is hard!
T2: Time moves at constant pace
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Getting reliable wall-clock time is hard!
T3: Time is read with known delay
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Getting reliable wall-clock time is hard!
T4: use of time is atomic
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Overview of time levels

Type Rollback Freq. Delay Interrupt Example time source

T0 Untrusted OS
T1 ✓ Untrusted OS + check
T2 ✓ ✓ ME, timer thread, remote server
T3 ✓ ✓ ✓ Secure TSC, MMIO timer
T4 ✓ ✓ ✓ ✓ Trusted scheduler
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Intel SGX — On Windows

• Monotonic counter but can be delayed
$ T2

T1 No rollback
T2 Consistent frequency
T3 Known delay
T4 Interrupt preventionSource: Trusted Time and Monotonic Counters with Intel Software Guard Extensions Platform
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Intel SGX — On Linux

• RDTSC can be trapped by the adversary
• Arbitrary modifications are undetectable for the enclave
$ T1

T1 No rollback
T2 Consistent frequency
T3 Known delay
T4 Interrupt prevention

Intel 64 and IA-32 Architectures Software Developer Manual March 2023 – Volume 3, Section 36.6.1
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Intel SGX — In the future

• AEX-Notify will make an enclave aware when it was interrupted
• If never interrupted, the enclave can rely on RDTSC

$ T4 (If uninterruptability is feasible for deployment)

T1 No rollback
T2 Consistent frequency
T3 Known delay
T4 Interrupt prevention

Source: Intel Architecture Instruction Set Extensions and Future Features v47
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Trusted Platform Module (TPM) – 2 timers: Clock and Time

Source: Trusted Platform Module Library Part 1: Architecture. Level 00 Revision 01.59. Section 36.
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Trusted Platform Module (TPM) – 2 timers: Clock and Time

• Clock advances monotonically
• Can be advanced by the attacker
$ T1

T1 No rollback
T2 Consistent frequency
T3 Known delay
T4 Interrupt prevention

Source: Trusted Platform Module Library Part 1: Architecture. Level 00 Revision 01.59. Section 36.
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Trusted Platform Module (TPM) – 2 timers: Clock and Time

• Time advances monotonically
• Time cannot be influenced by the attacker

(±32.5% freq.)
• Use is atomic within the TPM
$ T4

T1 No rollback
T2 Consistent frequency
T3 Known delay
T4 Interrupt prevention

Source: Trusted Platform Module Library Part 1: Architecture. Level 00 Revision 01.59. Section 36.
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Intel TDX

Source: Intel® 64 and IA-32 Architectures Software Developer’s Manual. Volume 3. Version 325462-079US March 2023.
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Intel TDX

src/td_transitions/tdh_vp_enter.c lines 314-321.

• Clock advances monotonically with fixed frequency
• Guest has direct access, but can be interrupted
$ T3 T1 No rollback

T2 Consistent frequency
T3 Known delay
T4 Interrupt prevention

Source: Intel® Trust Domain Extension (Intel® TDX) Module. Version 1.0.01.01.
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AMD SEV

• Secure offset and scale parameters
? Unclear whether TSC manipulations can be detected
$ T1 ?

T1 No rollback
T2 Consistent frequency
T3 Known delay
T4 Interrupt prevention

Source: AMD64 Architecture Programmer’s Manual Volume 2: System Programming. Version 3.40.
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ARM Trustzone
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ARM Trustzone

• Secure world can control scheduling and I/O
$ T4 T1 No rollback

T2 Consistent frequency
T3 Known delay
T4 Interrupt prevention
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ARM CCA

Source: Realm Management Monitor specification. Version 1.0-eac1.
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Source: Realm Management Monitor specification. Version 1.0-eac1.
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ARM CCA

• Clock cannot be influenced by attacker
• Untrusted hypervisor controls scheduling and interrupts
$ T3

T1 No rollback
T2 Consistent frequency
T3 Known delay
T4 Interrupt prevention

Source: Arm Confidential Compute Architecture Software Stack Guide. Version r1p0.
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TEE overview [ASVBM23]

Intel SGX TPM Intel TDX AMD SEV ARM TrustZone ARM CCA

T1 – T4 T1 – T4 T3 T1 (?) T4 T3

T1 No rollback
T2 Consistent frequency
T3 Known delay
T4 Interrupt prevention
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Can we do T4 with multiple enclaves on a light-weight TEE?
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Dependable Mixed-Criticality with TEEs [AVBPM21]

We want security (Sancus):
• Spacial isolation, memory

curtaining, enclaves
• Enclave attestation
• Dynamic deployment

Availability Extensions (Aion):
• Exception Engine facilitates interruption of (protected) threads
• Atomicity Monitor provides control over interrupts to scheduler, guarantees

bounded critical sections

Trusted Software
• Protected Scheduler controls interrupts and scheduling decisions
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Aion Guarantees & Limitations

• Aion implementation provides deterministic scheduling and trusted time, even
in the presence of strong software adversaries

• Aion only guarantees an Interrupt Arrival Time of 6920 cycles
• After this, the handling job starts to execute with its own atomically bounded

periods
→ Guaranteeing progress is not trivial!

• Right now: Progress = critical section bound (1000 cycles)
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Authentic Execution of Distributed Event-Driven Applications

“Authentic Execution of Distributed Event-Driven Applications with a Small TCB”,
Noorman et al., STM 2017 [NMP17], CCS 2021 [SPN+21], TOPS 2023 [SPN+23]
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Summary

About Time
1 Time does not exist in enclaves
2 Not all tasks need the best time
3 Different TEEs provide different notions of enclave time

Embedded TEEs: Sancus & Aion
1 Light-weight, hardware-only, open-source TEE
2 Built upon openMSP430 16-bit MCU, applications

in IoT and embedded control systems
3 Now with real-time and availability support

Exciting Use Cases
1 Strong security and availability for distributed control systems
2 Mixed-criticality with safety functions on same platform
3 Try it out: https://distrinet.cs.kuleuven.be/software/sancus/
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Open Questions

Dependable Systems Stuff
1 Secure intermittent computing
2 Schedulability with non-trivial resource sharing
3 Demonstrators for critical domains: energy transition, etc.

Formal Stuff
1 Schedulability with non-trivial resource sharing
2 Formalise and verify isolation properties
3 Language, tooling, verification support
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4th edition of SICT 2023: July 3rd – July 7th 2023 in Grenoble, France.
https://www.sictdoctoralschool.com/

https://www.sictdoctoralschool.com/
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9th edition of Computing within Limits: June 14th – June 15th 2023.
https://computingwithinlimits.org/2023/

https://computingwithinlimits.org/2023/


empty

Thank you!

Thank you! Questions?

https://distrinet.cs.kuleuven.be/
https://distrinet.cs.kuleuven.be/software/sancus/

https://github.com/sancus-pma/tutorial-dsn18
https://github.com/AuthenticExecution/examples
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